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ABSTRACT
User data security is a critical aspect of web-based system development, particularly for
login systems that utilize passwords for authentication. Storing passwords in plaintext poses a
security risk should the database be accessed by unauthorized parties. This study aims to
implement password hashing in a web-based login system using the Laravel framework to
enhance the security of stored user authentication data. The research methodology
encompasses requirements analysis, system design, implementation, testing, and results
analysis. Implementation involves hashing passwords prior to database storage, while the login
process relies on verifying the input against the stored hash value. Testing was conducted using
the black-box method across various scenarios, including user registration, database password
checks, login attempts with correct and incorrect passwords, and the logout process. The results
demonstrate that user passwords were successfully stored as hashes rather than plaintext.
Furthermore, the authentication process functioned correctly, as the system was able to verify
user-entered passwords against the stored hash values. These findings indicate that
implementing password hashing with Laravel is an effective measure for improving the security

of user credential storage in web-based login systems.
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1 INTRODUCTION

The rapid advancement of information technology has driven various organizations,
institutions, and companies to utilize web-based systems to support their operations. Web-
based systems facilitate easy information access and data management while enabling the rapid
and efficient delivery of services. A widely implemented feature in these systems is the login
mechanism, which serves to authenticate users and ensure that only those with appropriate
access rights can enter the system. Typically, these systems use a combination of a username or
email address and a password for authentication; consequently, the security of login credentials
is a critical aspect of web-based application development.

Passwords are a key component of the user authentication process. If passwords are stored
insecurely, they become vulnerable to theft and misuse by malicious actors. Storing passwords
as plain text is a risky practice because unauthorized access to the database could expose all
user passwords immediately. Such a scenario can lead to serious security consequences,
including account takeovers, information theft, and unauthorized access to private or sensitive
data. Furthermore, since users often reuse the same password across multiple services, a
password leak in one system could compromise the security of their accounts on other systems.

One method to enhance password storage security is hashing. Hashing involves
transforming data into a fixed-length value using a hash algorithm. Unlike encryption—which is
reversible using a specific key—hashing is designed as a one-way process, meaning the hash
value cannot easily be converted back into the original password. In authentication systems,
user passwords are converted into hash values before being stored in the database. When a user
logs in, the entered password undergoes the appropriate hashing process and is then verified
against the stored hash value. This approach eliminates the need for the system to store the
actual user password in the database.

The implementation of password hashing has become increasingly important as threats to
web applications continue to evolve. Attacks on information systems can be carried out in
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various ways, including database theft, the exploitation of application vulnerabilities, and
unauthorized access to user credentials. Consequently, securing login systems requires more
than just providing an authentication page; it also necessitates careful attention to how user
credentials are processed and stored. Implementing an appropriate hashing mechanism serves
as a layer of protection to mitigate risk should authentication data fall into the hands of
unauthorized parties.

In web application development, Laravel is a PHP framework that offers a range of features
to help developers build applications in a structured and secure manner. Laravel supports
authentication mechanisms and provides password hashing capabilities through built-in
security components. By leveraging these features, developers can implement hashing without
having to manually create hashing algorithms. Furthermore, Laravel supports hashing
algorithms specifically designed for password storage, enabling more structured hash
generation and password verification within the application.

Although frameworks provide built-in security features, the proper understanding and
implementation of password hashing remain essential. Errors in password management—such
as storing passwords in plaintext, using unsuitable hashing algorithms, or performing
verification incorrectly—can compromise the security of login systems. Therefore, it is
necessary to examine and test password hashing implementations in web-based login systems
to understand how these mechanisms are applied and how they contribute to the secure storage
of user credentials.

This research focuses on implementing password hashing in a web-based login system
using the Laravel framework. The implementation involves hashing passwords before storing
them in the database and verifying them during user authentication. Through this
implementation, the study aims to demonstrate the differences between storing passwords
without hashing protection and storing them using hashing mechanisms. Additionally, the
research seeks to provide insight into utilizing Laravel's built-in security features to build more
secure authentication systems.

Based on the foregoing, password hashing is a crucial step in enhancing the security of
web-based login systems. Using Laravel as a development framework facilitates the
implementation of this mechanism, as it offers security features that developers can readily
utilize. Consequently, this research—titled "Implementation of Password Hashing to Enhance
Web-Based Login System Security"—was conducted to implement and analyze password
hashing within a Laravel-based login system, aiming to mitigate the risks associated with
insecure credential storage and improve the protection of user authentication data.

2 RESEARCH METHOD

This study employs a research and development method focused on implementing
password hashing in a web-based login system. The research involved building a login system
using the Laravel framework and subsequently applying a hashing mechanism to user
passwords to enhance the security of authentication data. The research process was conducted
systematically, spanning requirements analysis, system design, implementation, and testing of
the developed system.

2.1 Requirement Analysis

The first stage of the research involves analyzing system requirements. This stage identifies
the core requirements for the login system, such as user registration, login functionality, user
data validation, data storage in the database, and the logout process. In addition to functional
requirements, the research also addresses security needs, particularly regarding user password
management.

Passwords are not stored as plaintext; instead, they are processed using a hashing
mechanism. Consequently, the password data stored in the database is not the actual password
entered by the user. This analysis serves as the foundation for determining the system design
and the security mechanisms to be implemented.
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2.2 Design System

Once the system requirements have been determined, the next stage is system design. The
system is designed as a web-based application utilizing Laravel as the primary framework, with
a database serving as the storage medium for user information.

During the authentication process, users first register by entering the required data,
including a password. This password undergoes a hashing process before being stored in the
database. When a user logs in, the system receives the provided email or username and
password. The password is not compared directly against the stored data; instead, it is verified
using Laravel's built-in mechanisms to match the input password with the stored hash value.
2.3 Implementation

The implementation phase involved building a login system using the Laravel framework.
This process encompassed creating registration and login pages, implementing authentication
and session management, and establishing a connection between the application and the
database.

During registration, user-entered passwords are processed using Laravel's built-in hashing
capabilities. The resulting hash value is then stored in the password column of the users table,
ensuring that the actual password is not stored directly in the database.

During the login process, the system receives the authentication data provided by the user.
Laravel then verifies the entered password against the stored hash value. If the verification is
successful, the user logs in and gains access to pages requiring authentication; conversely, if the
password does not match, the system rejects the login attempt and notifies the user that the
provided authentication data is incorrect.

2.4 Testing

Once the system was successfully implemented, testing was conducted to verify that the
login feature and password hashing mechanism functioned according to the design. Black-box
testing was employed, evaluating system functions based on inputs and resulting outputs
without directly examining the program's code structure.

Tests covered several scenarios, including registration with a valid password, verification
of password data stored in the database, logging in with the correct password, logging in with
an incorrect password, and logging out of the system. Password data testing was performed to
ensure that passwords were not stored in plain text but had been converted into hash values.

Additionally, the password verification process was tested to confirm that users entering
the correct password could access the system, while those entering an incorrect password could
not authenticate. The results of each test were recorded and compared against the expected
outcomes.

2.5 Analysis Result

The test results were used to evaluate the system's success in securely storing passwords
and verifying them during login. If the passwords stored in the database were in hashed form
and the login process successfully performed verification, the hashing implementation could be
considered to have met the research objectives.

Based on these results, the study drew conclusions regarding the implementation of
password hashing in a Laravel-based login system and its contribution to enhancing the security
of user authentication data storage. This method aims to demonstrate that implementing
appropriate security mechanisms during the password storage phase is a crucial aspect of
building a more secure web-based login system.

3 RESULT AND DISCUSSION
3.1 System Implementation Results

Research results indicate that a password hashing mechanism can be implemented in a
web-based login system using the Laravel framework. This implementation is applied to the
user registration and authentication processes. When a user registers, the entered password is
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not stored directly in the database; instead, it is first processed using the hashing mechanism
provided by Laravel. The following is the source code used to handle the registration process

with password hashing implemented.
Y funct egi Request $request

$messages =
‘username.required’ => ‘Username wajib diisi.’,
‘username.unique’ => 'Username sudah digunakan. Silakan pilih username lain.’,
‘username.max’' => 'Username maksimal :max karakter.',
‘password.required’ => ‘Password wajib diisi.’',
‘password.min’' => ‘Password minimal :min karakter.',
‘password.confirmed' => 'Konfirmasi password tidak cocok.',

$data = $request->valida [
'username’ ['required', 'string', 'max:255', 'unigue:users,username’],
'password' => ['required', 'string', 'min:8', 'confirmed'],

1, $messages);

$user = User:
'username
‘password’ => . s

1;

RegistrationStatus: :c
'user_id' => $user->id,
'status' => 'Mendaftar’,

i

return red ct > te 'Registrasi berhasil. Silakan login.');

Fig 1. Source Code Registration

After the hashing process is performed as shown in Figure 1 above, the system stores the
resulting hash in the user table within the database. Consequently, the original password
entered by the user is not stored directly. When user data is inspected, the value in the
password column appears as a random string of characters with a specific format and length,
rather than the actual password used by the user.

This implementation demonstrates that the hashing process has been successfully
integrated into the system workflow without altering how users interact with the login page.
Users continue to enter their passwords as usual, while the system automatically handles
password security on the application side.

3.2 Registration Process Results

During the registration process, users are required to enter specific information, such as
their name, email, and password. Once the data is submitted, the system validates the provided
information. If all data meets the requirements, the password is processed using a hashing
function before the user data is stored.

id email email_verified_at usermame password

1 admin@example.com NULL admin $2y5125jNM4Qbwd6s1RUjmEg0GpeBb.y5NHJqpsflwkLSZBD...
2 teacherl@example.com NULL teacher1 $2y$1250vHy 1F9CP4glx.28b37aN0OVgOES/uldXdgF TBSKFS7....
3 teacher2@example.com NULL teacher2 $2y$125/GTbAex) T.7rK7qEz3FfqehAUSTYanXXqVDcPgqVpHuD....
4 teacher3@example.com NULL teacher3 $2y$125.sIPDgGiWk. BNICQPPIOT TxzMfjhtpMgOMRSFAEI...

5 teacherd@example.com NULL teacherd 32y 128MxVYtyCZVlccEgT TvxLzaOuwitdzbxPEuBeap/PYTQ...

6 teacherb@example.com NULL teacher5 $2y$125kU4i9VanZ 3hXURmmfiX8zubUf3HCzhogh2. IK\Wvzc66. ..

7 teacherb@example.com NULL teacherb $2y$125wpreClJ88Ye LKBJCNZOuvLIwjurXLntTomHZJGIF. ..

8 teacher7/@example.com NULL teacher7 $2y5125ND.P4RTye3 dxw8LbrgNJKumWaECsNwG3xSz0B0/PKn. ..
9 teacherB@example.com NULL teacher8 $2y$125pZvyDQJJsxxYZq94 GlgNj. FdkPWbB1aAB4ihIM . 50L1 ..
10 teacher9@example.com NULL teacher9 $2y$125LJ9mSOjANVR Rwsbmm3uzBb4AMgOwyBt3siY/27wD...

1

teacher10@example.com NULL teacher10  32y$12%nig150jW.SM1PvdQiThgQet2VDrDe/GPRX0gFn\W.Me5. ..

12 teacher11@example.com NULL teacher1l  $2y$128Inwyk3fYIPnKeHecl/B300Zr5GAUZOMXsY/FqdwyDQF...
13 teacher12@example.com NULL teacher12  $2y$12%v3GZTapl102svBvd/TdVbOPAeTnvoOYVvBH) 1gwdhgnG...
Fig 2. Process Results
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As part of the research experiment shown in Figure 2 above, when a user enters
"password123" as their password, the system does not store that value directly in the database.
Instead, the password is converted into a hash value, which is then stored as the user's
password data.

This result demonstrates that anyone with access to the database contents cannot
immediately determine the user's actual password simply by viewing the password column.
This provides an additional layer of protection for authentication data, particularly in the event
of a data breach or unauthorized access to the database.

3.3 Login Process Results

public functior Request $request)

$messages =
‘username.required’ => 'Username wajib diisi.’,
'password.required' => 'Password wajib diisi.’,

1

$credentials = $request idate([
'username’ ['required', 'string'],
‘password’ ['required', 'string'],

1, $messages);

$remember = $request->boolean('remember');

if (Auth::attempt($credentials, $remember)

$request-> 5
$user = Auth::u
if ($user) {

)->put('role', $user->role);
'Student”) {

$student = Student ere( 'user_id', juser->id)->f t();
if ($student
$request->s ion()->put('student_id', $student->id)
} elseif(3user->role === 'Teacher') {
$teacher = Teacher ‘user_id', juser->id)->f ;
if ($teacher

$request->s on()->put( 'teacher_id', $teacher->id)

} elseif($user->role === 'Candidate') {

I
return redirect()
return back vithErrors([

'username’ 'Username atau password salah.',
put( 'username’ );

Fig 3. Source Code Login

In the login process shown in Figure 3, the user enters a previously registered email and
password. The system then searches for user data based on the provided email. Once the user
data is located, the system proceeds to verify the password.

The password entered by the user is not compared against the hash value using a simple
text comparison. Instead, the system utilizes Laravel's built-in verification mechanism to check
if the password matches the hash value stored in the database.

Test results indicate that when the user enters the correct password, the system
successfully recognizes the match and grants access to pages requiring authentication.
Conversely, if the entered password is incorrect, the authentication process is rejected, and the
user remains on the login page.
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This demonstrates that the implementation of hashing does not hinder the authentication
process. Even though the stored password has been converted into a hash value, the system
remains capable of verifying the password entered by the user.

3.4 Password Security Test Results

Security testing was conducted by examining the stored password data following user
registration. This test aimed to ensure that passwords were not stored in plaintext.

The results showed that the password value in the database had been converted into a hash
and differed from the original password entered during registration. Thus, the hashing
implementation functioned as intended by the research.

Testing also involved evaluating various login scenarios. The results are summarized in
Table 1.

Table 1. Testing Results

No Test Scenario Expected results Reults

1 Register with valid data. User data successfully saved. Success

2 Password verification against Data is stored in the database in the Success
the database form of a hash.

3 Log in wusing the correct The user has successfully logged into Success
password. the system.

4 Log in wusing the wrong The system denied access. Success
password

5 Log in with an unregistered The system denied access. Success
email

6 Logout The user logs out of the system. Success

Based on the test results, all key functions related to authentication operate as designed.
Passwords are successfully secured prior to storage, while the login process continues to
perform verification correctly.

3.5 Discussion

Implementing password hashing significantly enhances the security of login systems.
Before hashing is applied, passwords stored as plain text are immediately exposed if an
unauthorized party gains access to the database. This poses a high risk, as password
information is a critical component of user authentication data.

Once hashing is implemented, user passwords are no longer stored in their original form;
the system stores only the result of the hashing process. This makes the password data much
harder to exploit directly in the event of a database breach. However, hashing does not render
the system entirely immune to security threats. System security remains dependent on various
other factors, such as server security, application configuration, session management, input
validation, and protection against web application attacks.

Using Laravel in this study also facilitates the implementation of password hashing. The
framework provides built-in features for creating and verifying hashes, eliminating the need for
developers to build hashing mechanisms from scratch. This approach reduces the likelihood of
implementation errors during the password securing process.

The research findings demonstrate that password hashing serves not merely as a method
for transforming password formats but as an integral part of the authentication mechanism that
helps protect user credentials. The original password remains known only to the user, while the
application stores a hash representation used for verification.

Thus, the study indicates that implementing password hashing in a web-based login system
using Laravel improves the security of stored user credentials compared to plaintext storage.
Furthermore, this implementation allows the authentication process to function effectively
without significantly impacting the user experience.
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However, hashing should not be viewed as the sole security mechanism. To achieve a more
robust login system, password hashing should be combined with other security practices, such
as using HTTPS connections, validating input, properly managing sessions, limiting login
attempts, and managing user access rights. By implementing these multiple layers of security,
risks to the login system can be minimized, and the protection of user data enhanced.

4 CONCLUSION

Based on the research findings regarding the "Implementation of Password Hashing to
Enhance Web-Based Login System Security" using the Laravel framework, it can be concluded
that implementing password hashing successfully improves security during the storage of user
authentication data. Passwords entered by users during registration are not stored directly as
plaintext; instead, they are processed into hash values before being saved to the database.
Consequently, the original user password cannot be directly ascertained simply by viewing the
data stored in the database.

The implementation of hashing does not interfere with the user authentication process.
During login, the system verifies the password entered by the user against the stored hash
value. Test results indicate that users entering the correct password successfully log in, while
incorrect passwords are rejected by the system. This demonstrates that the hashing mechanism
can be effectively implemented in a web-based login system using Laravel.

Utilizing Laravel's built-in hashing features also simplifies the password security process,
as developers do not need to create their own hashing algorithms. This implementation helps
reduce the risk of errors in password management and provides an additional layer of
protection for user credentials in the event of unauthorized database access.

However, password hashing is not the sole factor determining the security of a login
system. Application security must still be supported by other mechanisms, such as the use of
HTTPS, input validation, session security, login attempt limits, and user access control.
Therefore, implementing password hashing serves as a crucial step in building a more secure
web-based login system, particularly regarding the protection of user credential data.
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